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California Privacy Rights Statement
Effective Date: June 1, 2021

This California Privacy Rights Statement (the “Statement”) explains how Wazuh, Inc. and its
subsidiaries and affiliates (“Wazuh”, “we”, “us”, and “our”) collect, use, and disclose personal
information relating to California residents covered by the California Consumer Privacy Act of 2018
(“CCPA”) and the California Civil Code section 1798.83 (the “Shine the Light” law) (“you” and “your”).

1. Scope
1.1. Scope. For purposes of this Statement, except where a different definition is noted, “Personal
Information” means information that identifies, relates to, describes, references, is reasonably
capable of being associated with, or could reasonably be linked, directly or indirectly, with a particular
consumer that is a California resident for income tax purposes, their household, or their device. This
Statement provides the following details about your personal information over the last 12months:

● the categories of Personal Information we collected,
● the categories of Personal Information we disclosed,
● the categories of Personal Information we sold (if any) and,
● a description of your rights.

1.2. Exclusions. This Statement does not apply to the following scenarios:

● Publicly available information from government records.
● De-identified or aggregated consumer information.
● Other information excluded from the CCPA’s scope, such as:
● Health or medical information covered by the Health Insurance Portability and Accountability

Act of 1996 (HIPAA) and the California Confidentiality of Medical Information Act (CMIA) or
clinical trial data;

● Personal information covered by sector-specific privacy laws, including the Fair Credit
Reporting Act (FCRA), the Gramm-Leach-Bliley Act (GLBA), or California Financial Information
Privacy Act (FIPA), and the Driver’s Privacy Protection Act of 1994.

● Personal Information we process as a CCPA “service provider” in connection with your use of
Wazuh products and services that have been deployed by one of our business customers,
such as your organization. The agreement between Wazuh and you or the organization you
represent (collectively “you”) outlines our commitments as a service provider.

2. California Shine the Light Law/ California Privacy Rights
California Civil Code Section 1798.83, also known as the “Shine The Light” law, permits consumers who
are California residents, to request and obtain from us once a year, free of charge, information about
the categories of personal information (as defined in the Shine the Light law), if any, that we disclosed
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in the preceding calendar year to third parties for their own direct marketing purposes. Our disclosure
requirements apply only if we share our consumers’ personal information with third parties for them to
directly market their products to those consumers, instead of assisting us with our own business. If
you are a California resident and would like tomake such a request, contact us as provided in the How
to Exercise Your Rights section below.

3. Collection and disclosure of Personal Information
3.1. Collected and/or disclosed Personal Information. The specific Personal Information that we
collect, use, and disclose depends on our relationship or interaction with you. In the past 12 months,
we may have collected, and disclosed the following categories of Personal Information to third parties
for our business purposes:

● Identifiers, such as name, postal address, unique personal identifier, online identifier, Internet
Protocol (IP) address, email address, or other similar identifiers;

● Personal information as defined in § 1798.80 of the California Customer Records statute, such
as contact information and financial information;

● Characteristics of protected classifications under California or federal law, such as sex and
marital status;

● Commercial information, such as transaction information and purchase history;
● Internet or network activity information, such as browsing history and interactions with our

website;
● Geolocation data, such as approximate device location (derived from an IP address);
● Audio, electronic, visual, and similar information, such as call and video recordings;
● Professional or employment-related information, such as work history and prior employer;
● Education information, such as student records and directory information.

3.2. Sources. The categories of sources fromwhomwe collected this Personal Information include:

● Directly from you or your employer. For example, during account registration, from forms you
complete, or from your downloads or purchases;

● Indirectly from you. For example, from observing your actions on our website or using our
products and services;

● From third parties. For example, third-party social networking providers and advertising
companies, our affiliates, and service providers who provide services or information to us. If
you do not want us to collect data from social networks, you should review and adjust your
privacy settings on those networks as desired before linking or connecting them to our
Websites.

4. Disclosing Personal Information to other parties
We may disclose your Personal Information to the following categories of other parties for a business
or commercial purpose, as the CCPA defines those terms:
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● Our affiliates;
● Service providers;
● Advertising technology companies, analytics companies, and other third parties with whom

we have business relationships;
● Government regulators;
● Our legal advisors and parties involved in a legal process;
● To an entity involved in the sale of our business;
● Third parties to whom you or your agents authorize us to disclose your Personal Information in

connection with products or services we provide to you.

In order to provide advertisements and content that are more relevant to you, our advertising
providers may collect Personal Information when you use ourWebsites (such as the IP address of your
device) and may share the information with third parties. Please see our Cookie Statement for more
details.

5. Use of Personal Information
In the past 12 months, we may have used your Personal Information to operate, manage, andmaintain
our business, to provide our products and services, and to accomplish our business purposes and
objectives, including the following:

● Performing services, including maintaining or servicing accounts, providing customer service,
processing or fulfilling orders and transactions, verifying customer information, processing
payments, providing advertising or marketing, providing analytic services, or providing similar
services.

● Detecting security incidents, protecting against malicious, deceptive, fraudulent, or illegal
activity, and prosecuting those responsible for that activity.

● Short-term, transient use where the information is not disclosed to a third party and is not
used to build a profile or otherwise alter an individual consumer’s experience outside the
current interaction, including, but not limited to, the contextual customization of ads shown
as part of the same interaction.

● Undertaking activities to verify or maintain the quality or safety of a service controlled by us,
and to improve, upgrade, or enhance our products.

● Debugging to identify and repair errors that impair existing intended functionality.
● Undertaking internal research for technological development and demonstration.
● Complying with laws and regulations, and with other legal processes and law enforcement

requirements.

6. Sale of Personal Information
In the past 12months, we have not “sold” Personal Information subject to the CCPA, including Personal
Information of minors under the age of 16. For purposes of this Statement, “sold” means the disclosure
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of Personal Information to a third party for monetary or other valuable consideration.

7. Rights under the CCPA
If you are a California resident, you have the right to:

1. Request that we disclose to you free of charge the following information covering the 12
months preceding your request:
a. The categories of Personal Information about you that we collected;
b. The categories of sources fromwhich the Personal Information was collected;
c. The purpose for collecting Personal Information about you;
d. The categories of third parties to whom we disclosed Personal Information about you, the
categories of Personal Information that was disclosed (if applicable), and the purpose for
disclosing the Personal Information about you;
e. The specific pieces of Personal Information we collected about you;

2. Request that we delete Personal Information we collected from you unless the CCPA
recognizes an exception;

3. Be free from unlawful discrimination for exercising your rights under the CCPA.

If you submit a request on behalf of another person, we may require proof of authorization and
verification of identity directly from the person for whom you are submitting a request.

In some instances, we may not be able to honor your request. For example, we will not honor your
request if we cannot verify your identity or if we cannot verify that you have the authority to make a
request on behalf of another individual. Additionally, we will not honor your request where an
exception applies, such as where the disclosure of Personal Information would adversely affect the
rights and freedoms of another consumer, or where the Personal Information that wemaintain about
you is not subject to the CCPA’s access or deletion rights.

We will advise you in our response if we are not able to honor your request. Wewill not provide social
security numbers, driver’s license numbers or government-issued identification numbers, financial
account numbers, health care or medical identification numbers, account passwords or security
questions and answers, or any specific pieces of information if the disclosure presents the possibility
of unauthorized access that could result in identity theft or fraud, or unreasonable risk to data,
systems, and network security.

We will work to process all verified requests within 45 days pursuant to the CCPA. If we need an
extension for up to an additional 45 days to process your request, we will provide you with an
explanation for the delay.

8. Changes to this California Privacy Rights Statement
This Statement is subject to occasional revision. We will provide notice of anymaterial changes if and
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where required by applicable data protection laws. The date of the most recent update to this
Statement can be found by checking the “effective” date displayed at the top of this Statement.

9. How to exercise your rights
If you are a California resident, you may submit a request by contacting us by email at
privacy@wazuh.com.
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